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1 INTRODUCTION
The world of Enterprise WLAN solutions is full of obscure and "non-standard" elements and

technologies. Thi s al so applies for Ciscobs solutions.

In this document, we examine potential and practical attacks against network traffic,
cryptographic material and/or components in different generations of their offerings.
Furthermore we provide some guidelines how to implement the included elements in a secure
way.

2 TECHNOLOGY OVERVIEW

The following diagram gives a rough overview of components typically involved in such setups.

Credentlal DB

/ebmterfaces f/ADUS i
- -
O
[ — sy —.
’ Controller(s) .

& =T L Authentication Authentication
Access Points Serverfor Serverfor
Mobile Nodes

Infrastructure Mobile Nodes

Corporate Network

Figure 1. Typical WLAN Setup

Obviously there are Access Points and Mobile Nodes (stations). Furthermore, Authentication
Servers (authenticating users and/or devices) as well as entities providing centralized
management and configuration capabilities (called "controllers" herein) are part of the overall
picture.

2.1 Different generations of Cisco WLAN Solutions

From the authors' perspective three main flavors can be distinguished:

C 1st generation: Structured Wireless-Aware Networks (SWAN).

C 2nd generation: Based on managed AP& & LWAPP, after Airespace acquisition in 2005.
C 3rd generation: Cisco Unified Wireless Network (CUWN) with CAPWAP as main protocol.

2.2 Cisco Structured Wireless -Aware Networks (SWAN)
fi Ci s cuxtured tWireless-Aware Network (SWAN) solution provides integration for Cisco

WLAN access points [ ¢é], wireless c¢clients [é],
enabl es scalability, manageability, rel i égbeil
SWAN solution enables end-to-e nd securi ty, [ é], and Layer 2/

solution can scale to manage thousands of AP and [ é] WL A Ns statec bys
[CWLS], page 223"

! See [CWLS], page 233.

ity.
L a
[ e]



Ciscobs SWAN sol uti on i mpl e me nptise wirklesy netwaks,ui r e me
displayed above. All components integrate easily into existing network infrastructure concepts,

like identity and accounting services (Authentication, Authorization and Accounting - AAA) and

layered network design®.

221 SWAN Component s

SWAN consists of components at different network layers (see Figure 2), making it possible to
integrate within the typical layered network design, recommended by Cisco.

As mentioned in [CWLS] Chapter 9, SWAN can be operated in one of two modes:

C SWAN nonswitching deployment mode
C SWAN central switching deployment mode

Using the central switching deployment mode the Wireless LAN Service Module® operates as
the central authentication, traffic aggregation and Wireless Domain Services (WDS) master.
Within nonswitching deployments, this task is conducted by an AP or Router.

{ - -
Clscoorks Wiraless LAN Solutian
Maragemeni Layar—Intalligent Radic and Engmne (WLSE)
Network Managemen], A0h Servicas CiscoSecura Access Control Sarver
jor equivalent)

--|’- Wirelass LAN Context )
I't. Cantrol Fratoosd (WLCCP) )
=

A

- ‘Wiralass LAN Servicas Modula
' Cisco Airnnet 1100 or 1204
L )

Wireless LAN Context
Control Fratocal [V LCCP:I

Wirebess Daorndin Servioes Layer-
WLAM Client Conbeat Tracking. Fast Secure
Roaming, Radio Managemant Data
Aporagalion

A

Infrastructure Access Poinls L.'l','{.-r—WLAN

Cliant Access, Radio Dawnlink Encryption, Cisca Aironet 350 (runming K35), 1100
RF Manapement Data Collaclion and RF ar 1200

Maniloring

—=— " Wirsleas LAN Contexl )
Control Protocod (WLCCP) |

Client Layer—\WLAN Clients, R
banagement Crata Collection, RF Manitaring

Figure 2: Cisco SWAN Layers (according tgSWANIG] )

Cisco Aironat 350, CB20A, CB21ABG
Cisco Compatible Extantiors

12714

L

Both deployment modes depend on a number of common components (which can be found in

Figure 3):

C Authentication Server (Cisco Secure ACS): Delivers authentication services by implementing
802.1X and certain EAP methods. Is capable of verifying authentication credentials and is
responsible for key derivation during authentication processes.

C Infrastructure Access Points: Assemble the wireless network, which is used by the Mobile
Nodes, delivering transit of network traffic between wireless and wired networks.

C Mobile Nodes: Mobile devices, as notebooks, handhelds or Voice-over-IP telephones, which
use wireless network cards to transport data into the corporate network.

See [CNHADG], chapter OHierarchical Qatrodpctios intd layeredonetkork designi g n i for
¥ WLSM - product details available under http://www.cisco.com/en/US/products/ ps5865/
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Flgure 3: SWAN logical view (according to[SWANIG])

Additionally, both concepts can be expanded using CiscoWorks Wireless LAN Solution Engine”
appliance, enabling monitoring and optimization of radio coverage, detecting rogue wireless
hardware and simplifying management.

Within the SWAN framework, all components are authenticated using EAP and encryption keys
are established, enabling secure transport of confidential data. Two modes of authentication
must be differentiated:

C Infrastructure Authentication (IA) applies to infrastructure devices like Access Points, WDS
Master or WLSE, while

C Client Authentication applies to all Mobile Nodes.

Client authentication can be operated using almost any EAP authentication method that
establishes encryption keys and is compatible with Cisco Centralized Key Management
(CCKM), while Infrastructure Authentication is determined to use Cisco Lightweight Extensible
Authentication Protocol (LEAP).

Functions delivered by the SWAN framework are entitled as Wireless Domain Services (WDS),
which represents the technical term to mark up corresponding installations and roles within. As
companies may have more than one (e.g. for branch office) wireless network, each segment,
that is coordinated by a WDS master, is referred to as a WLAN control domain.

SWAN Protocols

Three protocols map the needed communicati on

packets:

C EAPoL/ EAP: Extensible Authentication Protocol (EAP) and EAP over LAN (EAPolL)
transport authentication messages, produced by EAP methods.

C RADIUS: The Remote Authentication Dial-In User Service (RADIUS) protocol transports
EAP method data between WDS Master and Authentication Server.

C WLCCP: Al authentication, management and
framework is transported using different message types of Wireless LAN Context Control
Protocol (WLCCP).

* WLSE 1 product details available under http://www.cisco.com/en/US/products /sw/cscowork/ps3915

pro

moni |
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RADIUS transports authentication data between WDS Master and Authentication Server and is
considered to be beyond the focus of this paper.

SWAN Topology

SWANOs topology is reflected in WLCCPO6s ro
Application 10/417,653 (available under [USPAP1]) and US Patent Application 11/121,633
(available under [USPAP2]). These define a tree structure, which includes three Context
Managers, Campus Context Manager (CCM), Local Context Manager (LCM) and Sub Context
Manager (SCM), as well as Access Points and Mobile Nodes. Role impersonation, by network
devices, depends on whether switched or non-switched deployment mode is chosen. For non-
switched mode CCM and LCM are omitted, s o
Access Point claimingSCM6é s r ol e [US8RARZ $eetidn [ADGT]).

SWAN Key management

Using EAP based authentication, key material is generated dynamically every time Mobile
Nodes authenticate successfully to a wireless network. Unfortunately this authentication and key
derivation process, does not incorporate with low latency application requirements like Voice
over IP (VolP), as authentication and key derivation processes can take up to several seconds
while roaming.

t hat

Ciscobs Fast Secur e Roami a by using @ tmodified Reasssciation e st

process, involving Cisco Centralized Key Management (CCKM).

WPA/BD2.1Ti CCKM
Authentication Authe nticator! WDs Authentication
Supplicart Authe nticator Serer Supplicant Supplicant Authenficator Serer
B | &
:1 oncoio 2 s~
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Imfrastructure
BeacohFrobe RSN E Beacoh' Probe RSNIE
Discovery -« -«
E&P E&P
Credata E&P Credatdd
Authe ntication g oo L o
Derlve Diiive
P MK
PIE
Ly Hatvlebale  ——————— Rz -
e Recties! - Lo
Dearlie Dy [t Dartie
Key | pm P PIK BTK
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GT<
FTE - UHicasd Data FTE - UHicasi Diala
Data Protection GTK - MiHk s 1Broak GTK - MuHcxiBroadas]

Figure 4. Comparison CCKM and Standard 802.11 Key Management

Significant speed improvements are achieved by caching keying material within the WDS
Master node, and therefore skip RADIUS based communication between Authenticator and
Authentication Server. As shown in Figure 4, Reassociation defined by the 802.11i standard
includes a full authentication scheme, including key derivation, when roaming between Access
Points. CCKM capable clients send Reassociation Requests which are authenticated using the
Key Refresh Key (KRK), known to the WDS Master.
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Assumed that the Reassociation Request can be verified successfully, WDS Masters will

forward the Base Transient Key (BTK) to the Access Point the Mobile Node roamed to. This

enables Access Points derive encryption keys used to encrypt data on wireless interfaces. As

the BTK did not c hange, nciyMiénskeys niglet afterbdecilingtwhichd er i v €
Access Point they will roam to. Finally an APd s Group Transient Key i
transmitted to the Mobile Node.

Forwarding cryptographic material is considered to be a highly security critical process.

Especially when cryptographic keys should are transported. Therefore SWAN establishes so

called Context Transfer Keys (CTK) that enable encryption and authentication between Access

Points and their corresponding controller.

Short Technical Overview of CUWN world  (as of early 2010)

Key features listed by Cisco include the security of transmitted data, ease of deployment and

admini stration as well as advanced RF monitoring
Concepto several pr odu onalgies.| Begides madapike clienésrtheseiare f un c
mai nly Access Points (AP), Wireless LAN Controll
Systemo (WCS). Enabling centralized services wi
certain protocols and correspondings of t war e support. Within a Cisco
Net wor k Management Protocol 0 (SNMP) and AContro
Pointso (CAPWAP) represent the supporting protoc
From a conceptual point of view, Access Point functionality is distributed over two devices.

Access Points handle all wireless to wired transition of network packets as well as wireless
announcement. All management tasks, including association, disassociation, etc. are provided

by a Wireless LAN Controller, who handles several Access Points at a time.

CAPWAP is used to transmit Access Point control and status messages, as well as to
encapsulate data frames originating or destined to wireless client. This protocol is only spoken
between Access Points and Wireless LAN Controllers. Additionally configuration of Access
Points is centralized by deployment through the WLC. AP& that operate with WLC& are so-
called Lightweight Access Points (LAP).

As companies may need several controllers for performance reasons as well as different
locations, unified configuration and centralized monitoring are key features for secure
operations. Ciscobs AWireless Control C&gssnellemo i s
as deploy company wide configuration on all devices. It enables centralized administration and
monitoring, including Intrusion Detection and Radio Frequency Monitoring. Communication
between WCS and WLC is supported by the use of SNMP.

—
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Controllor Browser GO
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GENERIC ATTACK PATHS AND VULN ERABILIT [ES

The following chapter shows possible attack vectors and associated vulnerabilities in detail.
Some of them apply only to the CUWN world.

Access to wireless transmitted packets

Wireless networks transmit data using radio waves on defined frequencies. Limiting the wireless
coverage is a nearly impossible task. Coverage depends highly on the equipment end other
environmental factors.

Eavesdropping

Eavesdropping (sniffing) packets belonging to wireless networks is possible as soon as an
attacker is within reach of a wireless network. Coverage can generally be increased by using
enhanced antennas on receiver side. Therefore eavesdropping of wireless packets is generally
regarded as being possible. Critical data should always be encrypted before transmitted over
wireless networks.

Associated risk: Low

Attackers are able to eavesdrop wireless communication. Eavesdropping on wireless networks
is a passive attack; therefore it is impossible to prevent this kind of attack.

As long as the encryption keys are not known by an attacker, she would not able to decrypt the
data captured.

Rogue AP &

Wireless networks identify themselves to end user by their configured Extended Service Set
I denti fier (ESSI D). ESSI D6s ar e s hape énting the
name of a company/ institute offering wirel

as liked, and hence be used by attackers to impose as one certain wireless network. This may
trick users to establish connections to rogue Access Points pretending to be a certain corporate
wireless network. During this operation users may send valid credentials to rogue AP&,
resulting in compromise of these credentials.

Associated risk: Low

Rogue Access Points can be placed by attackers in arbitrary locations, some may be visually
hidden. Behaviour of associating mobile clients is hardly controllable, as it requires a list of valid
Access Points addressed to be deployed prior to authentication.

Cisco WLC and WCS are able to collaborate radio frequency measurement data in order to
monitor wireless coverage for rogue devices and warn about new devices. These devices may
be Access Points or other kind of wireless devices.

Rogue clients

form
ess

Anal og to the #fArogue APO att ack stsan this sgenafiacr o g u e

attackers try to impersonate a legitimate mobile client that tries to establish a wireless
connection. During this process credentials may be already known or may be tried to be
guessed correctly. Successful attacks may lead to unauthorized usage of wireless networks by
attackers and may result in access to critical data or information.

Associated risk: Medium

Rogue clients may impose risk on authentication credentials used by mobile clients. Rogue
clients may try to brute force these credentials, for example when password authentication for
wireless access control is used.

n
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3.2

3.2.1

3.211

3.2.2

3.221

Risk Mitigation can be done by the use of proper authentication schemes that do not involve
passwords (e.g. authentication with digital certificates), and limitation of authentication tries
within a certain time frame.

Manipulate OTA WLC provisioning

Lightweight Access Points need to know which Controller should be used for authenticating

itself with, and where to forward data packages transmitted via the wireless network. One way

to announce WLCO06s | P address is sending CAPWAP
media. As wireless medium is a shared one, manipulation of these information must be

regarded as possible. This may enable attackers to redirect LAPS to a spoofed WLC.

Associated risk: None

WLC Over-the-Air provisioning is only available on certain Wireless LAN controllers. For
WLC5508 this feature is unavailable.

Using decent hardware (as proposed in this document) renders this information disclosure
attack impossible.

Physical access to Access Points

Access Points mark the border of wireless infrastructure towards the end user. Therefore they
have to be placed a relatively close to the end user. This normally includes different types of
locations from secure areas to hallways or public buildings.

Physical access may be achieved by un-mounting the Access Points from its carrier. This
enables access to Ethernet and Console ports, as well as theft of the device itself.

Determine/ modify configuration

Physical access to Access Points may allow attackers to read configuration that is deployed on
to the Access Point if no credentials for login are required. Configuration can be obtained using
show running - config . This may include sensitive information as username and password.

Addi tionally configuration can be modified if ac
password. However available configuration commands are limited, as LAPs have less
functionality than autonomous.

Associated risk: Low

Modification of Access Point configuration is only possible if no authentication for management
interfaces is configured. As basic hardening measure authentication should always be
configured in a secure fashion. Within Oesco
configured to check credentials via RADIUS on centralized authentication servers. Proper
configuration leaves this kind of attack very unlikely.

(@)
"

Modify firmware

It must be regarded as possible access to Access Points may include possibilities to modify
firmware that is executed on LAPs. Upload of software is typically performed using TFTP,
defined by RFC 1350°. TFTP does not include any functions that enable verification of
connections or transmitted data.

Associated risk: Very low

Currently there is no publicly available in-depth knowledge about Cisco 10S internals for Aironet
Access Points or Wireless LAN controllers. Therefore it is regarded as unlikely that attackers
are able to manipulate AP firmware.

® http://tools.ietf.org/html/rfc1350



3.2.3 Determine cryptographic keys

LAPs contain cryptographic keys as certificates are used to authenticate Access Points and

WLCs. Furthermore they are used to establish encrypted communication channels between

LAPs and WLCs. Using asymmetric cryptography this is only possible, if every device is

equipped with a certificate and corresponding private key.

According to Ciscobs documentati on, keys are <co
stored within LAP hardware. It must therefore be regarded as possible that these keys can be

retrieved through reverse engineering and/ or disassembling.

3.2.3.1 Associated risk: Low

According to information provided by Cisco, t he
secure area of flash memory. Retrieving this key through I0S commands is impossible.

Attackers that are very firm with the hardware platform used in this Access Points may be able

to retrieve this key.

Deploying certificates, signed by a designated Certification Authority can easily render this kind

of attack ineffective, as Certificate Revocation Lists can be used to declare possibly
compromised keys as invalid.

3.3 Access to wireless distribution network
The so called fAwireless distribution networko c¢
Wireless LAN Controller. This network is commonly wide-spread throughout a campus to
provide Access Pointoés connectivity. Negl ecting

to participate in this network, e.g. by unmounting/un-cabling Access Points. As members of this
network are mostly regarded as static, further security measures to control network access are
rarely deployed.

3.3.1 Spoofing DHCP Server for APs

Access Points can be configured to obtain I P con
Protocol 6 (DHCP). |t i s common smitoWLC tPnafidregsasr e DHC
during DHCP packet exchange. If no further security measures were deployed, attackers with

physical access may impose as DHCP servers within this segment. This way they are able to

assign different IP and WLC configurations to Lightweight APs. This can either lead to Denial-of-

Service situations, as Access Points are not able to contact their WLC.

3.3.1.1 Associated risk: Medium

Attackers being able to gain access to network segments that connect APs and WLCs are
easily able to conduct this attack. Impact is very likely to differ from DoS to possible compromise
of the whole environment through introduction of malicious/ rogue wireless infrastructure
hardware.

Risk can be mitigated using appropriate authentication methods for network devices, as 802.1X.
Attackers being able to gain physical access to network cables originally belonging to Access
Points will then be blocked by network infrastructure, rendering the attack impossible.

3.3.2 Manipulate WLC detection

According to Cisco® Lightweight Access Points can discover a WLC IP address by certain
mechanisms:

Layer3 CAPWAP discovery
Locally stored controller IP address
DHCP server discovery

DNS discovery
Over-the-air-provisioning (OTAP)’

O O O OO

® http:/mww.cisco.com/en/US/docs/wireless/wcs/5.2/configuration/guide/5_2ovrv.html#wp1145760
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Assuming access to the wireless distribution network all network based discovery mechanisms
can be manipulated, as none of the protocols used includes authentication mechanisms. This
includes DNS, DHCP and Layer3 CAPWAP discovery.

Associated risk: Medium

As all (except locally stored controller IP address) mechanisms depend on protocols that do not
offer authentication and integrity services, manipulation is possible, if attackers are able to inject
this kind of traffic

802.1X can mitigate this kind of attack completely, as traffic originating from the attacker is
blocked until the attackers has successfully finished authentication.

Redirect traffic with ARP Spoofing/ Routing attacks

Ethernet plus IP is the most wide spread combination of Layer 2 and Layer 3 network protocol.
I tds al so the bas e rommlsforcCAPWAB. AstEIherhetaand IP wsa diffprent
addressing schemes an automatic translation mechanism needs to be in place. It is called

AfAddress Resolution Protocolo (ARP). ARP does

attackers to spoof ARP answer packets, containing invalid IP to MAC address combinations.

Associated risk; Medium

The ARP mechanism depends on a protocol that does not offer authentication and integrity
services, so manipulation is possible, if attackers are able to inject this kind of traffic.

802.1X can mitigate this kind of attack completely, as traffic originating from the attacker is
blocked until the attackers has successfully finished authentication.

Denial of Service

Attackers may execute Denial-of-Service attacks within the wireless distribution network to
interrupt proper functionality. These attacks may be carried out in a variety of different
combinations. Mostly these attacks try to interrupt/ disturb communication between AP and
WLC, rendering the wireless interface unusable.

Associated risk: Low

Denial of Service attacks may be conducted in several ways, leaving the environment unusable.
However, these kinds of attacks involve transmission of traffic into network segments that are
used for transmission of infrastructure traffic.

802.1X can mitigate these kinds of attack completely, as traffic originating from the attacker is
blocked until the attacker has successfully finished authentication.

Read/ send syslog messages

Access Points forward local logging messages to the WLC they are associated with. This way
WLCs are capable of receiving status messages from Access Points. Syslog messages are
encapsulated using UDP headers. As messages are not authenticated, attackers may read,
inject or manipulate these messages.

Associated risk: Very Low

Syslog can not be configured to authenticate, nor encrypt messages transported over the
network. As no functionality directly depends on Syslog messages impact of spoofed Syslog
messages is very unlikely.

" Only supported on Cisco 4400 series controllers. Support for this feature has been removed for 5500 series
controllers as of release 6.0.188.0 (see
http:/mww.cisco.com/en/US/docs/wireless/controller/release/notes/crn6_0_188.html)

no
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Man-in-the-Middle a ttacks on CAPWAP connections

Data exchanged between Access Points and Wireless LAN Controllers can be divided in two
groups. The first type is a control channel on which Access Points and WLCs exchange
information like current status, configuration changes, cryptographic keys and other information.
In combination with ARP spoofing a redirection of this channel may be possible, resulting in
access to critical infrastructure information to attackers. Based on this information security of
wireless transmitted data may be at risk.

Associated risk: Low

CAPWAP authentication is based on digital certificates. This authentication scheme is known to
be fairly secure. However infrastructure devices are equipped with a vendor generated
certificate. If this certificate is not replaced by company related certificates and/ or 802.1X is not
in place attackers may be able to establish CAPWAP connections that can not be declared as
rogue in an automated fashion.

Read data transmitted on wireless

The second channel between APs and WLC® is represented by the data channel. Data
transmitted to/ from wireless client is encapsulated using CAPWAP. With access to the wireless
distribution network attackers may be able to intercept and/ or modify this data. Successful
attacks may impact on confidentiality and/ or integrity of data transmitted over the wireless
medium.

Associated risk; Medium

This scenario will most likely happen in combination with ARP spoofing, decreasing the chance
of possible attacks through higher attack complexity. Rendering ARP attacks impossible, also
render this kind of eavesdropping impossible.

Through the use of proper mitigating controls, as 802.1X based network authentication and
centralized decryption of wireless traffic this kind of attack can be regarded as unlikely.

Access to WLC management network

Wireless LAN Controllers can be administered by the use of a separate network interface.
Communication to web interface as well as communication with WCS is transmitted over this
interface. Security of this interface is heavily relevant for the security of the whole wireless
infrastructure.

Inject SNMP messages

Management actions are mapped from WCS to each WLC through the use of SNMP. A wide
vari ety of di fferent Ma n a g e me n lableltonddroimistea WLC&
functions. Some of these have direct impact on Access Point and wireless network configuration
options, such as encryption and authentication type.

If SNMP messages are not authenticated (which is the case with SNMP v1 and v2c) attackers
that are able to send SNMP messages to either WLC& or WCS are able to change status and
configuration of the complete wireless environment. This may result in re-configuration of
wireless security algorithms to insecure settings. This would directly impact confidentiality and
integrity of data transmitted over wireless interfaces.

Associated risk: Medium

This kind of attack depends on SNMP configuration. Version 2c of SNMP protocol does not
involve authentication or encryption of transported messages. Community strings can easily be
guessed and a wide range of common terms exist. Impact is regarded as fairly high, because all
configuration tasks originating from WCS are mapped to SNMP MIBs.

SNMP configuration must be secured separately, as default configuration involves SNMP v2
with community string based authenticati on,
access.

n
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Overall risk is regarded to be medium as WLC and WCS are normally located within secure
areas like data centre and network segments connecting these devices are uncommon to be
available to attackers.

Software vulnerabilities
WLC, Access Points, WCS and mobile clients rely on functionality which is implemented in

software. Most parts of this software are developed by Cisco and are regardedtobefin e wo .

i s (for exampl e) reflected by the dAearly
system. This software should be regarded to be not failure proven. These failures may include
security relevant impacts, revealing confidential data to attackers.

Associated risk: Low

Software vulnerabilities may impose risk of overall security of infrastructure. As hardware for this
infrastructure is high-priced, availability to hackers is regarded to be very unlikely. Therefore
most software vulnerabilities may be discovered during normal usage by troubleshooting
availability issues. Overall risk of unknown software vulnerabilities is therefore regarded as
unlikely but not impossible.

Thi s
depl o



4.1

4.2

ATTACKING THE SWAN WORLD: EXPLOITING WLCCP

The following chapter describes attacks against WLCCP, which enables attackers to retrieve
encryption keys and break and/or manipulate security mechanisms within the SWAN
framework. Implications on these attacks result in the possibility to decrypt protected WLCCP
traffic that contains security relevant information such as wireless encryption keys.

Interfere with election of WDS master

By means of a self-written packet crafting tool (using a higher priority), it was easily possible to
take over the WDS master role in a given network.

Attacks on intra -AP communication 1 Test environment

For research purposes, a separated environment is used, to reduce side effects on running
installations and their stability. This security evaluation took place in a separated, private
network segment configured with the address 192.168.88.0/ 24.

Networs
Analyzer

(to1) Cisoo Secure
ACSE

AP — WDE Master
IP: 182 168.88.10
MAC: O0:0C:CE33:32:25

(i81) (91
AR ARZ APR3
1P 192 168.88.11 P 192 168.688.12 P 192 168.85.16
MAC: 00-13:14:22:88:31 MAC: 00:11:21:B5:FB.FE MAC: D0-11:21.BF:B5:FF

Figure 5: Test environment

The setup is composed of the following components:

C Four Cisco 1231 Access Points, 10S Version 12.3(8) JEC1

C One Cisco Secure Access Control Server (ACS), Version 4.2(0) Build 124
C One Cisco 3560 Switch, I0S Version 12.2 (40) SE

C One Windows XP PC, running Wireshark for Network packet analysis

Using Ciscobs Switched Port Anal yzer ( SPAN) (C

[CSPAN]) function, a monitor is configured that copies incoming packets on network ports of
Access Points and Secure ACS to the Network Analyzers port®.

Aut henti cati on Server, WD S Master AP and

nfra

extracted from [CWDS], Chapt er AConfiguring WDSO0O and been aj

Interface, where applicable.

8 See Appendix C for Configuration Example.
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4.4

Attacks on intra -AP communication i Requirements

The described attacks require network access to the segment that connects Access Points. As
Access Points in large environments are spread throughout buildings and campuses, this
segment subsists nearly everywhere, having cable ends in mostly unsafe ambiances. Without
special precaution steps taken, like security brackets for network and power cables, attackers
can use existing cabling to intrude this segment.

Furthermore extended knowledge of the network analyzer Wireshark and the protocol WLCCP
is key requirement to lay out successful attacks. This is especially true, as Wireshark can only
interpret WLCCP on a rudimentary level®. Availability of automated programs that enables
attackers to carry out attacks in easier fashion, are regarded as feasible by the author.

Discovering the WDS Master

According to [USPAP1], Section [0535], a Sub Ceadhe xgu bMaeta g[e
to advertise network availability and network

sending SCM Advertisement Reply Messages with SCM Active Flag set, to the IEEE 802.3
address 01:40:96:FF:FF:CO in periodic intervals of 5 seconds:

Figure 6: SCM Advertisement Reply examined with Wireshark, Version 1.1.3

Mapping bytes of the shown packet to the WLCCP Advertisement Reply Message format,
reveals the MAC address of the active SCM, which is 00:C0:CE:33:32:25 corresponding to the
environment setup, and its priority value OXFE which corresponds to 127%°.

Furthermore four TLV6és are appended to the

C WTLV_ROOT_CM_INFO (TLV type 0x001F), starting at byte 0x0046 with a total length of 16
bytes, containing the MAC address 00:C0:CE:33:32:25 and IP address 192.168.88.10 of the
Root CM, which is, in case of this setup,

C WTLV_IPV4_SUBNET_ID (TLV type 0x003), starting at byte 0x0056 with a total length of 10
bytes, containing the IPv4 address of SCM and its configured Subnet Mask (0x18
corresponds 255.255.255.0) in the Prefix Length field. This TLV is padded by two 0x00
Bytes.

C An undocumented! TLV type of 0x0023 with a total length of 6 bytes, transporting two bytes
data: 0x0001. As no Advertisement Reply Messages with different values were observed,
this value is assumed to be constant.

C A 6 byte long undocumented TLV of type 0x0025, which is observed to have a constant
value of 0x0000.

° As at June 2009 only SCM Advertisements and Path Authentication messages can be (partly) dissected using
Wireshark.

10 Remember that Bit 0 is the Preferred Flag, which is to 1, leaving Bit 1 i 7 for the priority value.

' Undocumented represents the fact that this TLV type is neither documented in [USPAP1] nor in [USPAP2].
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